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Encryption Engine Prototype
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We develop a next generation encryption device that can be
seamlessly embedded in existing network infrastructures to
provide guantum enhanced security

* High-speed serial links @ 10Giga managed in FPGA
* 10 Ethernet channels @ 10Giga

100 Gbps AES encryption engine

* 100 Gbps data channel over a single fiber

Encryption Engine

Board
USB‘E.— T User interface v FPGA Client Interface
10 Indipendent Links at 10G Key {mergel&?{Em@ﬂzsﬁclﬁﬁmum
SRR i et R e .
; o BT | ST | e P 2 v = de:::t “espiner+—] ome [l 104 f .
E 10x ) I 1006PCS SIS
§ - i i | | 2 St s |
§ Frame Splitter . J :: A i ::
= Frame Sync | egmliem
SystemVerilog Test Environment
Checker Component
TeStbenCh _________ = Stimuli Harvest Ffanfi) Output Harvest < S
. | = - - - 7 . F e
The testbench Is based on the newest et |
SystemVerilog verification framework. The chamel | hamne Vil linkfrom UT(yne and chec ¥
latter provides several functionalities such as ——— § P 1
Stimuli Generation DUT Output ||
: : : : Monitor
° Obj@t-Orlented, - 512-bit Transaction Driver » ; OnIEor = l I
« Random generation; Ge”irat‘” =N :; FEY M (PR somer [ | o | H)
* Transaction channels. o BT 5 |
* Verification methodologies (OVM, UVM) s BB pcsmocel B plp |t |l e ML | Sl !
P e : Virtual link
Features Randomized Ethernet frame
® SyStemvenlog MOdeI Of the 1OG PCS Ethernet Frame structure Preamble Dest. MAC Source MAC ' Payload Inter Frame
STber e T R sﬁl T - 451500
 Frame checker component . o B
Values 78 5555 5555 5555 D5 Random Random Random 1E| ... 1E 1E
: Ethernet frame generatlon Wlth random Random values in % 2% 100% 100°io 2% 100% 2%
Values a.nd S|ZeS . : : . Random 0(1%),
Size of blocs Fixed = 8 Fixed =6 Fixed =6 Random 45 to 1500 1(10%), to N
Principal investigator: Nicolas Gisin (Nicolas.Gisin@unige.ch) Contact: Etienne Messerli (etienne.messerli@heig-vd.ch)
Norbert Felber (felber@iis.ee.ethz.ch)




