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Data from sensors
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Why a new protocol? Considerations
. Lack of flexibility ‘ BASNs are intrinsically heterogeneous => different sampling frequencies, different transmission
. Only some issues addressed periodicity, asynchronous/synchronous data, different data rates
* BASN Heterogeneity not addressed ‘ The type of disease that has to be monitored governs the overall requirement of the BASN (number and
kind of sensors)
o C The nodes are deployed on the subject:
‘ The communication protocol has to:
. Manage fixed periodicity, guarantee bandwidth The dlsta.nce frorr.t ne nodehs to a network coordinator (e.g. Smartphone), generally, does
and occasional transmissions; not require a multi hope scheme
. Be flexible enough to operate for different set The maximum number of nodes in the BASN is limited
of sensors in the network O Multi hop/Mesh topology will just accrue the data rate requirements of nodes closer to the network
C Star topology for the network with a limited coordinator
number of maximum node . . : : :
_ . O Balance between flexibility (allow any new node to join at any time), and bandwidth degradation
) Addrgss changes in the net.work structure.W|thout (listening for new connections when least expected)
affecting energy consumption and bandwidth/
throughput
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‘ * Average throughput of 85.93% considering also
? TinyOS overhead
* Packet Delivery Ratio as follows
Synchronization ..
Coord_inator receives _Coordinator send_s .
Join Message Join Message Received c . ECG 98% PY Depends On the node Constralnts
T T3 T oordinator
(0) . .
EIVS 22  Determines the sequence in the TDMA
GSR 100% | £ o oicy ch | (needs f
° N I
. - Magnetometer/Accelerometer | 99.7% NCaseo . n?ISV channhe .ee > 10 o
Sensor
Node sends ~ Node receives ts eneor fode Temperature 100% retransmlSSIonS)' nOdeS Wlth IOW prlorlty
o essage o Hessage Heesnes Packet delivery Ratio for different sensors can be Shlftéd from TMDA to CSMA
Transmission Delay = (T2 -T1) ; (T4-T3)
Clock Drift = (T4 -TS)é(T2-T1)
Security
Experimental Setup Encryption with AES in Software Encryption in || Dedicated Hardware AES Architecture Key Generation
CC2420 Microcontroller i i Encryption Module .
Microcontroll CC2420 Microcontroller CC2420 : : Microcontroller CC2420 1 ®®®®111®11111®1® ’."‘
P Sensor — Sensor E i Sensor 2 ®®®®®®11®1®11®11
Supply Multimeter O D= | - 3 0000000110100111
| ; 4 0000110101101000
| _ | 5 0000100010111011
. 6 0000001111110110
TelosB : DNon Ciphered Data i i DNon Ciphered Data o pateatn | 7 ®®®®®®1111®11®@1
L on Cphered Dete _ | | 8 0000110111100111
Ccpressone 4 | 9 0000011111101001
e e ' e 10 0000101101100111
1 1 ) ;ﬂ:\\\ 11 @0®®1®111111®11® 011010111101 ............................................ 111
Parameter Encryption Software Hardware Encryption (*) ‘ 12 0000111111000101
CC2420 Encryption 10
box | |23 ~Every 128 samples a
Av. Current (mA) 10 1.9 0.065 - “ hew key is generated
Av. Energy (W) 273 241.68 4.63 : | and used for the next
Av. Power (mW) 30 5.7 0.065 — AES block
Time (ms) 9.1 42.4 71.35 | S .
u 126 0000001111001001
Data averaged over thousands of transmissions of 16 encrypted blocks per ' (*) Post place and route Synopsys NanoSim™ simulation 127 0000111001000001 -
transmission B 128 0000101010111101




