RTD 2013

nano-tera.ch _

swiss scientific initiative in health [ security / environment systems

4 ™
Protecting and Quantifying Privacy in Mobile Crowd

Sensing B\
Berker Agir, Jean-Paul Calbimonte, Karl Aberer, T. Papaioannou, R. Narendula, J.-P. Hubaux
Distributed Information Systems Laboratory (LSIR), EPFL
N Y,

From purely infrastructure-centric monitoring to a participatory setting
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Location-Privacy Problem in Continuous Data Disclosure
* Crowd sensing requires abundance of data for ensuring high Most of the existing approaches to location-privacy protection
utility requiring a continuous data reporting scheme * have static parameters,
* Sensed data iIs accompanied by location and time information * do not consider individual concerns,
* Location information carries highly contextual data * rely on trusted anonymization servers,
- Assault and robbery concerns | | * do not take into account trajectory history.
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/Adaptlve Location-Privacy Protection A /Evaluatlon
We employ spatial / User Privacy ] « Electrosmog sensing scenario
obfuscation and data Threshold » 40 real traces from the Lausanne Data Collection Campaign [2]
hiding and adaptivel pE— PO « Comparison to static protection approaches
Y _ P y Sl E g LOYCT B Disclose * Privacy evaluation (as observed by an external observer) using the
ChOOS_e the size of the i Location-Privacy Meter (LPM) [4]
cloaking area (CA) and the e ) 1 — = g St % Adapive
T _ § <><"\\‘ = Max Static ---O--
eXtend Of data hldlng Increase CA size Mé:ﬁ:;“ s Hide ‘Ia;; = 0.8 \‘3 | E 0.2 )
reached? 3 fgb % n 1
This is realized through local 2 LY AT\ A A 25 = | 9L |
: : : o R VA St e A L AL L TR = a Y o
estimation of privacy-leakage ED(u,t) = D(loc(u,t),ol;) - Pr(u,ol) A YT A A SR 25 4 BPOCF Y
: : - o " g R R as D SRR @5 ék?iXx @
using a linkability graph utilizing o E X % 22 N X g
. . . Q 27 . — X
- : : : : @ Adaptive —— : __
the dlstortlon_ bas_ed metric Lightweight, Bayesian updating > S 4\;?;%;:3%- g
(ExpeCted DIStortlon _ ED) [3]' 8 00 5 10 15 20 25 30 35 40 D:_ 0 0.2 0.4 0.6 0.8 1
Time Privacy Threshold 0
- o I - - . 0.9 | W@7<17:?%@%&@@@@@@@0@@1%@%%&@@99@#@%@@#@M‘* 'Avg Static —¥—  Adaptive —2—
Linkability Graph for Privacy Estimation T 08 ayeese?e0ensteruesetotunge sucteteses® oo MaxStaie 5 T
S E o N B S S O F g Ro R
n g 0.6 g 80 | ” X
Time E g % Zj R e g PR g Ky i S SR SR R ? g >
t 1/2@ 1,4 1/2 'g g £ o3" RPN KX PR R = E
g ! 1/4 _g O 0.2 > o Wre—w
i 0.1 SRS SRR L E E Loporgdog skt obop <
1/2 1/4 LIC—JG 0 5 10 15 | 20 25 30 35 40 20
Examp|e tl’ajeC'[Ol'y 2 Node-Th01 —+~  Node-Th05 Node -Th09 4 ° 0 0'.2 0'.4 06 0.8
3/4 116 1/ 4 Noidgzﬁ §Z§ L%A NoidEEiE §Z§ . AS-TROS Privacy Threshold 6
/16 o . . . . h
It Is shown that an adaptive protection approach not only protects location-privacy
1/16 1/16 . better, but also causes less utility loss. )
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T | L3 7/16 7116 @ 1/16 1/16 @ Future Work: Integration of location semantics in the inference and protection of
Kspeed limit for 1 move / wrivacy & analyzing the effect of measurement data on privacy leakage
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