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Semantic Information in Location Privacy
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Need of privacy
protection mechanisms

i R (e.g., obfuscation, hiding)
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Semantic Information Influences substantially
on the location inference [3]
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An Android Library for Widespread Protection Android Privacy Library
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» Android library and an application that integrates a mechanism to protect A /Integrated with the tinyGSN android application for general purpose mobile N
user’s location privacy considering: sensing.
* |ocation semantics fetched from OpenStreetMap The adaptive location privacy protection approach considers users' privacy
C Sensitivities based on location semantics and geographical locations y preferences w.r.t. certain locations and location types, and adaptively tunes

\protection techniques such as obfuscation and hiding.

Privacy Sensitivities Privacy Sensitivities

PR} tinyGsN - Config Vs

SEMANTICS LOCATIONS

SEMANTICS LOCATIONS Virtual Sensor

______________________________ r m_——_——A
. . { . e \I | 00 I ame
rison Intuitive way of setting I __Transition Probabilities ) | Save Location £ I e
° | ) User History | | @ |
. $ I _. Wthh typeS Of I % L J : : 2 - | VS Type | natification
B min max . . I -8 [ | _.g "r'u" i
E = hospital Iocatlons are SenSItlve Ny l = I I g 2 I field: longitudeTopLeft
- 2 | . e for the user s : S : : _& f:’ : GPS Privacy: H
q) = min max ‘ AT I~ 173)@ T — =
D 0 (/%@ . : £ | Candidate Obfuscation Area /- N ! Obfuscate Location : -<é § : condition:
— hotel \ o = < : O Dyi «—} —
} GC) o e| o 1N | P s I i Jop LtOC?tlonMPrl\r/]aC)_/ | Obfuscation Area | .g | value: 10
9D - - Possibility to override | ) H S | 3 [ Becdprivay Lever | ooonon VeCnantsm TE ) e Notftion
] Ce i & 2 d > T L
S > am any semantic sensitivity I %) | g - i '
E C>5 I_ = . Setting fOI’ a Certain \&L ‘%ﬂi-l\-d;\fs’ih‘duie S : Privacy Sensitivities : Save to Database: | |
q) = min max . f?uede //Yzzw e/'ausanne S I — I n
p) E hostel reglqn and Set_a _ ey @ T L — I . L i w :Sensitivity Settings - "
| ° . localized sensitivity | @aoel - \ . Privacy Sensitivity Profile «~— e
i e A— P poetptale I ; ; ; J [ action: Notification
o o Ievel . Override semantic sensitivity \Locatlon Prlvacy lerary / .
science_park —l )y TeEmmm s s m s e m e m s e e s Contact:
| e | |
3.5
0.40 g 1 w/o Obf.
53.0 B w/ Obf.
b c
: 0.35 S
1§ Third Party 1®! Third Party 2 2
—_ ® 2.0
Test Semantic Test Location Test Semantic Test Location §, 0.30 §
Sensitivities Sensitvities Sensitivities Sensitvities — s 1.5
- — o & G}J 2 ’ 3
o 9 Eo ;g/ </\j\ i‘ﬁ Route de |3 Sorge@ Q) 3 0.25 [ ] , ’ ‘g 1.0
- 5 & > ® ’ ©
&) & _ 1 1 S - . (& ' o 0.5
8 < CurrentLocatlon Our ada_ptwe pl’OtECthﬂ 3z 2 2 g 0.20 : ® o 7 <
45 — OofhegtlonQ!ze 4X5 | \ mechanism Q§ | % ;g DC_ 4 ' ! » 0.0 TinyGSN
& é Fp[d Q automatically considers 5 | 8 5 0.15 § : ’r
erdan - Musée TIIV/ I i | — 160
q>) o /y . delzdmam the SenSItIVIty Settlngs - E 010 ! P ’ s . =1 wio Obf.
| @ (H) = U. ’ = BN W/ Obf.
S a J | :ggr?)[e)?i;:tglsoaking 4 & 1s ) v 5
c : i -of Lausanne { R 2
C G o \/. R opictics P =i > 0.05 E 100
— 5 & : - ’ ' O @ e Bolg o | | Swiks Federa ) 7 7
2 D - *’\ areas for the user’s o L sl e | , i
2 < |OC3.'[IOI’] Route J-D.Collad ; TfChnomgy = 0.00 -~ . 5
oute J- oliadaon ausanne =
g 5 Polytech ique O
L\]‘f Tk . il -+ 7 000 005 010 015 020 025 0.30 S 0
S | Ny @ ausanne . I I
f = | mBak ot d Desired Privacy Level (km) 5 20
& rr ol 0o 2

D
o

—
\ / \ TinyGSN Other Apps /

References
1] B. Agir, T. G. Papaioannou, R. Narendula, K. Aberer and J.-P. Hubaux. User-side adaptive protection of location privacy in participatory sensing, in Geoinformatica, vol. 18, num. 1, p. 165-191, 2014.

2] B. Agir, J.-P. Calbimonte and K. Aberer. Semantic and Sensitivity Aware Location-Privacy Protection for the Internet of Things, Workshop on Society, Privacy and the Semantic Web - Policy and Technology (PrivOn), 2014.
3] B. Agir, K. Huguenin, U. Hengartner, and J.-P. Hubaux, “On the Privacy Implications of Location Semantics,” EPFL, Tech. Rep. EPFL-REPORT-213006, 2015..




