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•  Resource-constrained field devices (PMUs) 
•  Real-time smart grid applications 

Required properties of authentication schemes 
•  Guarantee that sources are capable of signing 

and receivers only verifying 
•  Asymmetric knowledge of key material between 

senders and receivers  
•  Lightweight and fast computation time 
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Candidates chosen among a host of authentication 
schemes 
1.  ECDSA (Public-key crypto)  

•  over a 112-bit prime field 
•  With and without pre-computed tokens 

2.  TV-HORS (One time signature) 
•  Parameter values: (N=1358, t=12, v=5) 

3.  Incomplete-Key-Set (MAC based) 
•  Three variants with different goals 

  
Ø All provide a security level L ≈ 54  - strong enough 

for short-term keys 
Ø Key refresh time every 20 sec. (5 sec for TV-HORS) 

•  ECDSA with pre-computed 
tokens outperforms all other 
schemes.  

•  Though TV-HORS has low 
computation cost, its high key-
management cost and inherent 
property of hard-deadline to 
distribute a large public key to 
receivers makes it less 
preferable than ECDSA. 

•  Incomplete-key-set variants 
have high computation and 
communication cost. 

Comparison	metrics	
1.  Computa*on	cost	(ms)	

•  Signing	and	verifica*on	
2.  Communica*on	cost	(bytes)	

•  Size	of	signature	
3.  Key-management	cost	

•  Key	genera*on	*me	(ms)	
•  Key	distribu*on	cost	(bytes)	
•  Storage	cost	(bytes)	
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